Exchange Online - Microsoft 365 - cloud-based

messaging platform

Kéd kurzu: GOC233

Patdnovy pokrocily kurz je urceny administratorom AD DS a M365, ktori sa naucia nastavenia vlastnosti Exchange
Online, nastavenia vlastnosti roznych typov mailboxov a otestovania na strane Outlook klienta. Preberd sa tvorba
scriptov pre nastavenie jednotlivych Tier mailboxov, nastavenie komponentov Exchange Online v portali Security,
Defender, Comliance - PureView, alebo cez cmdlety PowerShelu.

Predpokladané vstupné znalosti

- Znalosti v rozsahu kurzov uvedenych v sekciach

- Predchadzajice kurzy

- a

- Sdvisiace kurzy

- Dobra znalost technoldgii TCP/IP a DNS

- Schopnost pracovat s portalmi Microsoft 365 Admin Center, Identity - Entra Admin Center, Exchange Admin Center
a Microsoft Defender portalom

- Schopnost vytvarat DNS zdznamy a rozumiet ich vyznamu

- Znalost principov prace s Active Directory a jej centralnou spravou, principov lokalit (sites) a podnikovej spravy
identit postavenej na adresarovych sluzbach

- Schopnost pouzivat PowerShell na vykonavanie prikazov a pisanie kratSich skriptov

Osnova kurzu
Module 0 - Welcome
- Course Introduction
- Module 1 - Prepare AD domain for Hybrid deployment
- Design OU structure for secure AD Connect deployment
- Design Users, Groups attributes for Entra Connect
- Manage Entra Connect

Module 2 - Powershell Rest API
- Supported platforms
- Configure window PowerShell module
- Properties and property sets in the Exchange Online PowerShell module
- Entra Filterable properties for the Recipient Filter parameter on Exchange cmdlets

Module 3 - Manage the transport pipeline in Microsoft 365
- Explore transport services
- Configure message transport
- Manage transport rules
- Manage DKIM on Exchange Edge

Module 4 - Manage and troubleshoot mail flow in Microsoft 365
- Manage mail flow
- Troubleshoot mail flow
- Troubleshoot transport issues
- Troubleshoot mail flow using logs

Module 5 - Manage message security
- Plan for message security
- Manage anti-malware and anti-spam policies
- Enable Standard Preset Security Policy
- Explore threat protection in Microsoft 365 Defender
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- Manage DKIM, DMARC, SPF, DANE

Module 6 - Manage compliance in Microsoft 365
- Explore messaging compliance in Microsoft 365
- Explore messaging compliance in Exchange
- Manage Exchange Online archiving and auditing
- Manage Content Search

Module 7 - Manage your Microsoft 365 messaging environment
- Manage authentication for messaging
- Configure organizational settings
- Configure organizational sharing

Module 8 - Manage role-based permissions in Microsoft 365
- Manage administrator roles
- Manage user roles

- Analyze role-based permissions

Module 9 - Mobile device management - Intune
- Conditional Access integrated with Microsoft Intune
- Creating and Deploying Configuration Profile - mobile profile
- Using a Configuration Profile to configure i0S and iPad0S Wifi setting

Module 10 - Manage recipient objects and resources in Microsoft 365
- Explore the different types of Exchange recipients
- Create and manage Exchange recipients
- Manage email addresses, lists, and resources
- Teams group
- ldentity lifecycle with mailbox Exchange license

Module 11 - Manage the hybrid deployment life cycle
- Explore Exchange hybrid deployment requirements
- Plan and configure a hybrid deployment using the Hybrid Configuration Wizard
- Provide a gateway for Internet email using Edge Transport servers
- Implement advanced hybrid functionality
- Troubleshoot hybrid deployments

Module 12 - Manage mailbox migrations
- Plan mailbox migrations
- Run IMAP migrations
- Run cutover and staged migrations
- Run advanced mailbox migrations
- Exercise- Planning a Mail Migration to Microsoft 365

Priprava na certifikacné skusky

Pri certifikacnych skiskach Microsoft plati, Ze okrem certifikdcie MCM nie je Ucast na oficidlnom MOC kurze

nevyhnutnou podmienkou pre zloZenie skusky.

Oficidlne kurzy MOC spolocnosti Microsoft aj nase vlastné kurzy GOC st vhodnou sucastou pripravy na certifikacné
skusky spolo¢nosti Microsoft ako si MTA, MCP, MCSA, MCSE alebo MCM. Primarnym cielom kurzu v8ak nie je priamo
priprava na certifikacné skusky, ale zvladnutie teoretickych principov a osvojenie si praktickych zruénosti potrebnych na
efektivnu pracu s danym produktom. MOC kurzy zvycajne pokryvaju takmer vSetky oblasti pozadované na prislusnych

certifikacnych skuskach. Ich prebratiu na kurze ale nebyva dany vzdy presne rovnaky ¢as a déraz, ako vyZzaduje
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certifikacna skuska.

Ako dalsiu pripravu na certifikacné skusky je mozZné vyuZit napriklad knihy od MS Press [tzv. Self-paced Training Kit) a

elektronicky self-test softvér.
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