Microsoft 365 Defender - konfiguracia, sprava a

detekcia incidentov

Kéd kurzu: GOC250

Patdnovy pokrocily kurz je urceny bezpec¢nostnym Specialistom, administratorom, blue team analytikom a SOC, ktorf
chcu efektivne vyuzivat cely ekosystém Microsoft Defender ako jednotnu platformu na prevenciu, detekciu, vySetrovanie
a reakciu na bezpecénostné incidenty. Kurz pokryva kompletny Microsoft Defender XDR stack vratane Defender for
Endpoint, Defender for Office 365, Defender for Cloud a Defender for Cloud Apps. Kurz detailne rozobera konfiguraciu a
spravu jednotlivych komponentov Microsoft Defender XDR, ich vzdjomnU integraciu a praktické vyuZitie pri detekcii
modernych kybernetickych hrozieb. U¢astnici ziskajd hlbdie porozumenie Gtokom zameranym na identity, endpointy,
elektronickd poStu a cloudové aplikacie a naucia sa, ako pomocou Microsoft Defender technolégii tieto Utoky mitigovat
alebo vCas detekovat. Sucastou kurzu je aj analyza vySetrovania incidentov a advanced hunting.

Predpokladané vstupné znalosti
Povedomie a zdkladné znalosti v rozsahu kurzov uvedenych v sekcidch Predchadzajlce kurzy a Savisiace kurzy

Osnova kurzu

Microsoft Defender XDR
- Architektira Microsoft Defender XDR
- Integracia jednotlivych Defender komponentov
- RBAC a riadenie pristupu

Defender for Endpoint
- Nasadenie a konfiguracia
- Endpoint Detection and Response (EDR])
- Attack Surface Reduction
- Vulnerability Management
- Device Investigation
- Automated Investigation and Remediation

Defender for Office 365
- Ochrana elektronickej posty
- Anti-Phishing a Anti-Spam ochrana
- Safe Links a Safe Attachments
- Threat Explorer

Defender for Cloud
- Architektira a konfiguracia
- CSPM a Secure Score
- Ochrana cloudovych workloadov
- Integracia s Defender XDR
- Detekcia a vySetrovanie hrozieb v cloude

Defender for Cloud Apps
- SaaS Security
- Shadow IT a Discovery
- App Risk Assessment
- Access a Session Policies
- Cloud Threat Detection
- VySetrovanie kompromitovanych cloudovych aplikacii

Threat Detection &Incident Response
- VysSetrovanie incidentov
- KQL zaklady
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- Advanced Hunting

- Response Actions a Remediation
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